WHPpopManiMoHHaA NaMATKa JJis1 HeCOBepPIIeHHOJIETHUX MO0
BONpPOCcaM Ku6ep6e30nacHOCTU B ceTH «UHTepHeT»

KoMnbloTepHBLIE BUPYCHI

KoMmmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX IPOrPaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBHIO KOTOPOM SIBJISIETCS CIOCOOHOCTH K Pa3sMHOKEHHIO
(konupoBaHuio). B nomnoiaHeHne K 3TOMy, BUPYChl MOTYT MOBPEAUTH UJIH MOJTHOCTHIO
YHUUTOXKUTH BCE (aillibl M JaHHBIE, TOJKOHTPOJIbHBIE MOJIb30BaTENI0, OT UMEHU
KOTOpPOro OblIa 3amylieHa 3apaXEHHas IporpaMma, a TakKe IMOBPEAUTh WIH JIaxe
YHUYTOXUTH ONEPALMOHHYIO CUCTEMY CO BCEMU (haiiyaMu B LIeJIOM. B OonbmImHCTBE
CIIy4aeB paclpOCTPAHSIOTCA BUPYChl UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1.  HUcnonw3yil cOBpeMEHHBIE OINEPALMOHHBIE CUCTEMBI, HMEIOLIUE
CEPBE3HBII YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IPOrpaMM;

2.  TlocrosHHo ycraHaBimuBail matyu  (IUpOBBIE  3aIlIATKH,
KOTOPbIE aBTOMAaTUYECKH YCTAHABIUBAIOTCS C IEJIbI0 10PaOOTKH TPOTrPaAMMBbI)
U Jpyrue OOHOBJIEHUS CBOEH omnepalMoHHON cucteMbl. CkaunBail X TOJBKO
c odumuanpHoro caifita paspaborunka OC. Ecam cCylecTByeT pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKJIIOUH €T0;

3. Paboraii Ha CBOEM KOMIBIOTEPE MO/ IIPaBaMU MOJIH30BATENS, a HE
aAMUHUCTpATOpa. ITO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpamMm
MHCTaJUIMPOBATHCA HAa TBOEM MEPCOHAILHOM KOMITBIOTEPE;

4.  Hcnonb3yil aHTUBUPYCHBIE TPOrPAMMHBIE MPOAYKTbI U3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. OrpaHnyb pU3NYECKHUI JOCTYI K KOMIBIOTEPY AJI1 HOCTOPOHHHUX
UL

6. Ucnone3yli BHENIHWE HOCUTENW WHGOPMAIMN, TaKue Kak
dnemka, guck wmm  Qaitn w3 HMHTepHETa, TOJBKO W3 MPOBEPEHHBIX
HMCTOYHUKOB;

1. He oTkpeiBaii KOMIbIOTEpHBIC (Dailyibl, TMOJyYEHHBIE U3
HEHaN&KHBIX HUCTOYHUKOB. [laxke Te ainpl, KOTOphle MNpUCIan TBOU

3HaKOMBIN. Jlyulie yrouHu y Hero, oTrpasJisiil JId OH TeOe UX.
Cern WI-FI

C nomonipto Wi-Fi MOXHO mMOJNydyuTh OECIUIATHBI WHTEPHET-IOCTYN B
OOIIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX LIEHTpax U adpomoprax. Tak xe

SIBISIETCSL OTJIMYHOM BO3MOKHOCTBIO BbIXOJa B I/IHTepHGT. Ho muorme 9KCIICPTHBI



CUMTaloT, 4To obOImenoctynHbie WIFi ceTn He sSBIsIOTCS 0€30MaCHBIMH.
CogeTbl 110 0€30MACHOCTH PadoTHI B 001me10cTYNHBIX ceTsax Wi-fi

1. He mepenmaBaii cBoro  nuuyHyro  uHpOpManuo  depes
obmenocrymusie Wi-Fi cetn. PaboTas B HUX, jkeIaTeIbHO HE BBOJAUTH ITAPOIIH
J0CTyTa, TOTHHBI U KaKhe-TO HOMepa,;

2. Hcnonp3yili u OOHOBNSANH AaHTUBHUPYCHBIE MPOTPAaMMBI U
Opanamaysp. Tem caMbIM Tl 0Oe30macuIlb ce0sl OT 3aKaYKy BHpyca Ha TBOE
YCTPOWCTBO;

3.  IIpu ucnonws3zoBanuu Wi-Fi otkimoun ¢pyHKiuo «OOIIHNA JOCTYIT
K (aitmam u nmpuHTEepam». JlanHas GyHKIHS 3aKphITa TI0 YMOJYaHUIO, OJTHAKO
HEKOTOpBIE TIOJB30BATEIIN aKTUBHUPYIOT €€ JJIs ya00CTBa HCIIONH30BAHUS B
pabote uim yueoe;

4.  He wucnons3yit nyOmmussidi WI-FI mpida nepepadyud  JAMYHBIX
JTAHHBIX, HATIPUMEp, JJIS BBIXOJAa B COIMAIBHBIC CETH WM B AJICKTPOHHYIO
MOuTY;

5. Hcnonw3yi Tonbko 3amuiieHHoe coenuuenue uepe3 HTTPS, a ne
HTTP, T.e. npu Habope BeO-aapeca BBoaM UMeHHO «https://»;

6. B moOunsHOM Tenedone otkimtoun pyukuuio «llonkmoduenne k
Wi-Fi aBromarmyecku». He pgomyckaii aBTOMATHYECKOIO IOJKIFOUEHUS

ycrpoiictBa k cetssm Wi-Fi 6e3 TBoero cormacusi.

ConuajbHbIe CeTH

CommanbHasi CETh - 3TO CAUT, KOTOPBIA MPEAOCTABISAET BO3MOKHOCTD JIHOISIM
OCYILIECTBIISITH OOIIEHHE MEXKy CO00i B mHTEepHEeTe. Yalle Bcero B HUX JJIsl KaXKJ10ro
YyeJoBeKa BBIJEISETCS CBOS JIMUHAsI CTpaHWYKa, HA KOTOPOM OH yKa3bIBaeT O cebe
pasnuyHyr0 WH(OpMAIUIO, HAYWHAS OT UMEHH, ()aMUJTUU W 3aKaHYWBAasl JIMUHBIMU
dbororpadpusmu. MHOrMe I0OJIB30BAaTEIM HE TOHMMAKOT, YTO HHQpOpMaIus,
pa3MeIeHHass UMY B COIIMAIIBHBIX CETAX, MOXKET ObITh HaliJIeHa U UCTIOJIb30BaHA KEM
YTOJHO, B TOM YHCJIC HE 00sI3aTEIHHO ¢ OJIarUMU HAMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30MMACHOCTH B COLMAJIBLHBIX CeTHX:

1. OrpaHudb CIHUCOK apy3ed. Y TeOsi B APY3bsSiX HE JIOJHKHO OBITh

CIIyYalHbIX U HE3HAKOMBIX JIFOJEH;

2. JamMmani CBOK YAacTHYIO W3Hb. He ykaspiBail mapoiiu,

TenedoHbl, apeca, JaTy TBOETO POXKICHUS U IPYTYIO JIUYHYIO HH(DOpMAIHUIO.

3JIOYMBIH_IJ'ICHHI/IKI/I MOT'YT UCIIOJIb30BATb JAKC I/IHqJOpMaI_[I/IIO O TOM, KaK ThI 1



TBOM POJIUTENH IJIAHUPYETE MPOBECTH KAHUKYIIBI;

3.  3amminai CBOIO pemyTalMIo - IEP>KH €€ B UUCTOTE U 3a7aBait cede
BOMNPOC: XOTeld OBl Thl, YTOOBI JApPYTHE€ TMOJH30BATENU BHIEIH, YTO ThI
3arpykaemis? I[logymaii, mpekae dyeM 4To-TO OMyOJMKOBaTh, HAIMUCATh U
3arpy3uTh;

4.  Ecau THI TOBOpPHUINL C JIOJBMH, KOTOPHIX HE 3HACIIb, HE
UCIIOJNIB3YH CBOE peaibHOE UMS U APYTYIO JUYHYIO HH(OPMALIUU: UMS, MECTO
KHUTEIIbCTBA, MECTO YUeObI U IpoUee;

5. N36erait pasmemienust ¢otorpaduit B HMHTEpHETE, Tae ThI
U300pakeH Ha MECTHOCTH, M0 KOTOPOW MOXXHO OINpEACIUTh TBOE
MECTOIIOJIOKECHHUE;

6. Ilpu peructpami B COLMAIBHOM CETH  HEOOXOIUMO
UCIIOJI30BaTh CJIOKHBIE IMApPOJIM, COCTOAIME W3 OYyKB M HUPp U C
KOJIMYECTBOM 3HAKOB HE MEHee §;

7.  Jlnsg couMallbHOM CETH, MOYTHl U JPYTUX CAUTOB HEOOXOIUMO
UCIIOJIb30BaTh pasHble maponu. Torma ecau  TeOs  B3IOMAIOT, TO

3JIOYMBIIINICHHUKHA I10JYy4YaT AOCTYII TOJIbBKO K OAHOMY MCECTY, a HC BO BCC

cpasy.

DJICKTPOHHLIE TeHbLI'H

OJEeKTPOHHBIE JIEHBI'M — 3TO OY€Hb YJOOHBIA Croco0 IMIaTeXel, OJHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3TU JCHBIU.

DNEeKTPOHHBIC ACHBIH MOSBUINCH COBCEM HEIaBHO M MMEHHO M3-3a 3TOTO BO
MHOTHX TOCYAapCTBaX JI0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM (QYHKIIMOHUPYIOT U O HUX YK€ POMHUCAHO B 3aKOHE, I/I€ UX
pa3aeNsIoT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC M HE aHOHUMHBIE. Pa3HuIIa B TOM, 4TO
aHOHMMHBIE - O3TO T€, B KOTOPBIX pa3pemaeTcss MPOBOAUTH omepanund 0e3
UACHTA(UKAINK TIOJH30BATENS, & B HE AHOHUMHBIX WACHTH(DHUKAIINHN TTOJIH30BaTEsI
SBIISIETCS 00SA3aTEIHLHOM.

Taxke cnegyer pas3nuyaTh OJJIEKTPOHHbIE (UATHBIE JEHbI'M (paBHBI
rOCy/IapCTBEHHBIM BAaJIIOTaM) M JJIEKTPOHHbIE HepUaTHbIE JEHbIUM (HE pPaBHBI
rOCy/1apCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI M0 0€30MaCHON padoTe € JJIEKTPOHHBIMHM IeHbIAMH:

1.  IlpuBsiku K cueTy MOOMIBbHBIN TenedoH. DTO caMblil yA0OHBIN U

OBICTPBIA CIOCOO BOCCTAHOBHUTH JOCTYI K cuery. [IpuBsizanHbiii TenedoH



MIOMOKET, €clii 3a0y/lellb CBOM IJIaTEXKHbIA Mapoib UK 3aiellb Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonw3yii oanopazoBeie maponu. Ilocne mnepexoma Ha
YCUJICHHYIO aBTOpHU3aIMI0 Te0e yke He OyJeT yrpokaTh OMAaCHOCTb KpaxKu
WJIM TIEPEXBATA IJIATEKHOTO MAPOJIS;

3.  BreiGepu cnoxusiii mapons. [IpectynHukam OyneT HE MPOCTO
yrajgatb CJIOXHBIM Mapoib. HanexxHele maposu — 3TO Mapojv, KOTOPBIE
coJiepKaT HE MEHEEe 8 3HAKOB M BKJIIOYAIOT B CeOsl CTPOYHBIC U MPOIMHUCHBIC
OyKkBbI, IIUGPHl U HECKOJIBKO CHUMBOJIOB, TaKHME KaK 3HAaK Joiuiapa, QyHTa,
BOCKJIMIIATEeNbHBIN 3HaK 1 T.1. Hampumep, StRONQ!;;

4, He BBOAM cBOM JWYHBIE JaHHBIE HaA CalTax, KOTOPHIM HE

JOBEPSICILIb.

DJICKTPOHHAS MMOUYTA

DNEeKTpOHHAs MoYTa — 3TO TEXHOJOTUS U MPEIOCTABISEMBIE €0 YCIYTH 110
NEPECHUIKE U TOJYUYEHHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOpbIE paclpeaestoTcs B
KOMIBIOTEpHOM ceTH. OOBIYHO 3JIEKTPOHHBIA MOYTOBBIA SAIIUK  BBITIAIUT
CIIEIYIOIKUM 00pa3oM: UMsI_IOJIb30BATESI(@UMS_JToMeHa. Takke KpoMe neperadyu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD MepeaBaTh (pailiibl.

OcHOBHBIE COBETHI 10 0€301aCHOM padoTe € JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuiIbHBIA MOYTOBBIA cepBuc. B MHTepHeTre
€CTh OTPOMHBIM BBIOOP OECIIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIyYIlE
JOBEPATH TEM, KOTO 3HAEIIb U KTO IEPBBIM B PEUTUHIE;

2. He yka3piBail B JWMYHOM TOYTE JHMYHYHO UWH(pOpMAaIUIO.
Hampumep, nydiie BbIOpaTh «My3bIKaJIbHBIM (aHaT@» umm «pok2013»
BMeCTO «Temal3y;

3. Hcnonb3yil ABYX3TAlHYI0 aBTOPU3ALMIO. DTO KOTJa MOMHMO
MapoJisi Hy>KHO BBOJIUTH KO/, MpUchuTaeMbIii 1o SMS;

4, BriOepu cioxHblli Taponb. s KaXIoro MOYTOBOIO SIIHUKA
JIOJKEH OBITh CBOI HaJIeKHBIN, YCTOWYMBBIN K B3JIOMY M1apOJib;

5.  Ecam ectp BO3MOXKHOCTH HalMCaTh CaMOMY CBOH JIMYHBIN
BOIIPOC, UCIIOJIB3YH ATy BO3MOXHOCTB;

6. Hcnonb3yl HECKOJIBKO TOYTOBBIX SIUKOB. 11epBblii 111 yacTHON
NEPENUCKHU C apecaTaMu, KOTOPBIM Thl JOBEPSACIIb. DTO 3IEKTPOHHBIN aapec

HE HaJI0 MCIIOJIb30BaTh MPHU pEerucTpaiuu Ha (opymax u cairax;



7.  He oTkpsiBaii daiinbl U Apyrue BIOKEHUs B MIHUChMaXx Jaxe eCin
OHM TIPHIIUIA OT TBOUX Apy3ei. Jlydiie yTouyHH y HUX, OTHPABISLIN JTU OHH
Tebe 3T (ailnbl;

8. Ilocme oxoH4aHUS pPabOTHI Ha IOYTOBOM CEpBHCE TMeEpes

3aKPBITUEM BKJIAJIKU C CATOM He 3a0yJb HAXKATh HA « BBIATH.

KuoepOovy/JIMHT WJIM BUPTYAJbHOE H3€BATEILCTBO

KubepOymuHr — npecienoBaHue cOOOLIEHUSIMU, COIEPKAIUMHU
OCKOpOJIEHUSI, arpeCCHI0, 3aIyTUBaHUE; XYJIUTaHCTBO; COLIMAILHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pbHOe ¢ KHOEePOYJIITUHIOM:

1. He Opocaiics B 60#. Jlyummmii crioco0: MOCOBETOBATHCS Kak ceOs
BECTHU U, €CJIU HET TOT0, K KOMY MOXHO OOpaTUTHCA, TO BHAYAJIE YCIIOKOUTHCS.
Ecnu Tel HaYHENIb OTBEYATh OCKOPOJIEHUSMH HA OCKOPOJIEHHUS, TO TOJBKO €I
OO0JIBIIE Pa30KKEIb KOHPIUKT;

2. Ympasisii cBoeil KubeppemyTaluei;

3. AHOHUMHOCTH B ceTH MHUMAs1. CyIIECTBYIOT CIIOCOOBI
BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJIUTaHCKUW 00pa3 BUPTyaIbHOM >KU3HH.
HNuTtepHeT PuKCcUpyeT BCe TBOU JACUCTBUS M COXPAHSIET UX. Y IaJTUTh UX OyeT
KpaiHe 3aTpyAHUTEIIBHO;

5. Benu ce0s BexxIuBO;

6. Urnopupyu €IMHUYHBIN HETaTUB. OnHopazoBbie
OCKOpOUTENbHBIE COOOIEHUs JIydllle HrHOpHpoBaTh. OOBIYHO arpeccus
IIPEKPAIAETCs HA HAYaJIbHOM CTaIuu;

1. ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMU
COOOIICHUSIMU, B COLMAIBHBIX CETAX €CTh BO3MOXHOCTb OJOKHPOBKHU
OTMPABKU COOOIICHUI C ONpeIesIEHHBIX aJIpECOB;

8.  Ecnu TeI cBUaeTens kuOepOyuHra. TBOU JeHCTBUS: BHICTYIIUTh
OPOTUB IIPECIEAOBATENS, MOKa3aTh €My, UYTO €ro JEUCTBUS OLEHHUBAKOTCS
HEraTUBHO, MOJJIEPKATh )KEPTBY, KOTOPOH HYKHA IICUXOJIOTUYECKAs TOMOIIb,

COOOIIUTH B3POCIBIM O (DAKTE arpeCCUBHOTO MOBEJICHHUS B CETH.

MoouabHbIN TeJaehoH

CoBpeMeHHbIe cMapT(hOHBI U TJIAHIIETHl COACPKAT B ce0e BIIOJTHE B3POCIBIN



byHKIIMOHAT, W TEeNmeph OHM MOTYT KOHKYPHUPOBATh CO CTAaIllMOHAPHBIMHU
KoMIibroTepamu. OHAKO, CPEJCTB 3aIIUTHI TSI TIOJOOHBIX YCTPOMCTB MOKAa OYCHB
MaJjo. TecTupoBaHUE U MOUCK YSI3BUMOCTEW B HUX MPOUCXOIUT HE TaK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yoKe MPAKTUYECKU TOTHAIM HaCTOJIbHbBIC
aHaJIOTH, OJHAKO paciIupenne QyHKIIMOHaa BIeUeT 32 CO00M OOJbIIIYIO CI0KHOCTh
Y MEHBIIYIO 3alUIIIEHHOCTb.

Jlaneko He BC€ MPOU3BOJIUTEIM BBITYCKAIOT OOHOBIICHUS, 3aKPbIBAIOIINE
KPUTUYECKUE YI3BUMOCTH JIJISi CBOMX YCTPOUCTB.

OcHoOBHBIE COBETHI JJIA 0€30IACHOCTH MOOUJILHOIO TeJie(poHa:

1. Bynb octopoxkeH, Beap korjga TeOe mpeajaraloT OecIUIaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHE-TO TUIATHBIC YCITYTH;

2.  Hywmaii, npexae dem otnpaButb SMS, doto mmm Bugeo. Tor

TOYHO 3HacUIb, A€ OHU 6YI[YT B KOHCYHOM HUTOTE?

3. HeoOxoaumo OOHOBIATH OMEPAIMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4, Hcnonb3yit aHTUBHUPYCHBIE MPOTPAMMBI IS  MOOWJIBHBIX
TeneOHOB;

S. He 3arpyxaii npuioXeHusi OT HEU3BECTHOTO MCTOYHMKA, BEIb

OHH MOTYT COJIEPKaTh BPEJOHOCHOE MPOrpaMMHOE 00eCTIeueHuE;

6. [Tocne TOro kak Thl BBIMACIIb C CalTa, € BBOAWI JMYHYIO
nH(pOPMAaIINIO, 3aliI1 B HACTPOUKH Opay3epa U yaauu COOKIes;

7. llepwogumdecku mpoBepsid KaKue MIaTHBIC YCITyTH aKTUBUPOBAHBI
Ha TBOEM HOMEpE;

8. JlaBail cBoil HOMep MOOWIBHOTO TejeOoHAa TOJBKO JIOJISIM,
KOTOPBIX ThI 3HACITH U KOMY JIOBEPSCIIIb;

9. Bluetooth nmomken ObITh BBIKIIOYEH, KOrga Thl UM HE

nosib3yerbesi. He 3a0b1Bail HHOT 1A IPOBEPSITH ITO.

@OUINMHT WA KPAXKa JHYHbIX JIAHHBIX

I'naBHast nenb (GuIIMHT - Buaa VIHTEpHET-MOIICHHUYECTBA, COCTOUT B
NOJYYCHUH KOH(PUACHIIHAIBHBIX JaHHBIX MOJIb30BaTEICH — JOTMHOB U mapoJiei. Ha
aHruickoM si3eike phishing unraercs kak ¢umunr (ot fishing — peiOHas oBs,
password — mapoJib).

OcHoBHBIE COBETHI M0 O0pbOE ¢ GUIIMHIOM:



1. Crnenu 3a cBOMM akkayHTOM. Eciu Thl 0o03peBaellb, YTO TBOS
aHkKeTa OblIa B3JIOMaHa, TO HEOOXOIUMO 3a0JOKHPOBATH €€ U COOOITUTH
aIMUHHUCTpPATOpaM pecypca 00 3TOM KaK MOXKHO CKOpEe;

2. Hcnonb3yit 6e3omacHble BeO-CaliThl, B TOM 4YHCJIE, HHTEPHET-
Mara3suHOB U IIOMCKOBBIX CHCTEM;

3. Hcnonb3yil ciaoxkHbIe M pa3HbIe mapoiu. TakuM oOpa3zoM, eciiu
TeOs B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH TOJydYaT JIOCTYI TOJBKO K OJHOMY
TBOEMY NMPOGUIIIO B CETH, a HE KO BCEM;

4, Ecnu Te6s B31OMau, To HEOOXOAUMO MPEAYNPEIUTH BCEX CBOUX
3HAKOMBIX, KOTOpPbIE J00aBJICHBI y T€OS B IPY3bsiX, O TOM, UTO T€Os B3IOMAIIU
M, BO3MOXXHO, OT TBOEr0 MMEHU OyJET pacChUIaThCs CIlaM U CCHUIKM Ha

(PMIIMHTOBBIE CAMNTHI;

5. VYcranou HagexHbii mapoib (PIN) Ha MmoOunbHEIH TenedoH;
6.  OtkiIr0YM COXpaHEHHE Mmaposrsi B Opaysepe;
7.  He oTkpbiBail (aiinsl U ApyrUe BIOKEHUS B MUCHMAX JaXKe €CIH

OHM TPUIIJIM OT TBOMX Jpy3eil. Jlydille yTOUHU y HUX, OTIPABISIIN JIM OHU

Tebe 3TH (ailibl.



